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I.

Document Overview
This design document contains these sections which are described below.
I.

Document Overview: Explains the different sections of the document.

II.

Executive Summary: Contains the description and purpose of this project.

III.

Introduction: Contains an overview of the site specifications.

IV.

New System: Details for the website to be created.

V.

Public User Specifics: Details for the public view of the website.

VI.

Crew and Board Member User Specifics: Details for the member-only and
administrative view of the website.

VII.

Data Integrity: Details the data entry features the website will implement.

VIII.

Security: Details the security features the website will implement.

IX.

System Resolution: Discusses schedule and acceptance criteria for website.

X.

Appendix: Contains any diagrams or images referenced in the document.

XI.

Glossary: List of terms and definitions provided anyone unfamiliar with terms
used in this document.

XII.

Commitment Form: Contains confirmation of document agreement between
both parties.
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II.

Executive Summary
Our client, Glenside Fire Company #1, herein known as GFC, is one of five volunteer fire
companies operating in Cheltenham Township, providing services not limited to fire
suppression, search and rescue, emergency medical services assistance, and fire safety
education. GFC is looking to create a new website in order to promote volunteer
firefighting, recruit new members, and fundraise, as well as provide a place where
current members can communicate and keep records of events and trainings, using a
public and member-only view.
The website will be created using Bootstrap, a responsive design framework, in order to
maximize usability across many platforms. The website will be easily updated with new
events, news stories, and members, through an easy-to-use content management
system (CMS). The primary functions of the site are to improve the ability to share GFC
information, solicit donations, streamline the recruitment process, and allow members
to communicate and effectively maintain call and personal records, training, and events.
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III.

Introduction
A. Project Overview
Glenside Fire Company has been in need of a new website for several years, with
the current site not having been updated since 2012. Jennifer Clark, the team
leader, reached out to GFC to offer the services of her and team members, David
Cox and Irene Patterson to create a new, modern website. Meeting with GFC in
October, it was determined that the new website must contain the following
pages: Home, About Us, Join, Gallery, Fire Prevention, News Archive, Contact Us,
Links, and a Member Login.
The team will create a functioning website containing the above information that
will promote volunteer firefighting, recruit new members, and fundraise, as well
as provide a place where current members can communicate and keep records
of events and trainings. We will create the site’s design and functionality, using
pre-existing templates and plugins, while maintaining a unique, yet consistent,
look and feel. The website will be created using a responsive design, with a
dynamic public and member-only view, with most of the content will be housed
in a database for easy maintenance and will be only accessible by those with
given permissions.
B. Assumptions
GFC will provide hosting and server space for the website to be housed, in
addition to providing access to the development team via a secure FTP
connection. All website content will be given to the development group so that
the site can be launched fully and with proper information.
In addition, GFC will be able to maintain almost, but not all, of the sites
informational updates via a back-end content management system. These
updates can include staff changes, news, and calendar events.
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C. Business Benefits
Given the current state of their website, with a lack of content updates and
outdated staff listings, GFC is still able to generate online donations, however, it
is expected that with the new website and content, web traffic will increase, and
in turn, online fundraising will increase.
D. Future Considerations
The website we plan to create will be dynamic, while also being user-friendly,
which would allow updates, such as additional page creation and users.
Currently the GFC will be given a static page amount which can be changed in
the future, should such a need arise. Long term data storage, as of now, will be
on the server hosting the website and in the event of an expanded website, may
need to be increased. The means of encrypting sensitive user data, such as
passwords, will probably have to be updated as well. Lastly, in the future, a
timesheet system could be implemented in the administrative side of the
website for crew members so that they can easily keep track of how many calls
they respond to for the given period. This way, the print system of this
procedure could solely be a backup in case of any extenuating circumstances.
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IV.

New System
A. Objectives
The overall goal for this project is to enhance the website of the Glenside Fire
Company by making it dynamic/functional and overall cater to the needs of both
visitors and members of the site. The main way that this will be achieved is by
implementing a content management system. This will enable GFC to add,
delete, and modify content from different sections of the site. Another way that
we will make the site more functional is by creating an online application system
for the recruitment of crew and board members. This will allow GFC to establish
a greater online presence and build their company.
B. Procedures Affected
At the moment, the only procedure that will be affected is the recruitment of
crew and board members. GFC will now have to manage both web and print
applications due to the implementation of an online application system. New
procedures will also be created with the implementation of the content
management system. Precisely, GFC will have to assign people within the
company to be responsible for certain sections of the site, e.g., an individual or
team might have to be responsible for managing the History section of the site.
C. Enhancements
GFC’s current website (see Appendix A) lacks many key features to make the site
more accessible and more appealing. In terms of the design and functionality of
the site, the following enhancements will be included to provide a cutting edge
and advanced site.
● Responsive Design:
The website will be easily accessible and will provide optimal viewing on
any device (desktop, tablet mobile phone) due to how the site will be
programmed to resize to fit the user’s screen size and resolution.
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● Image Sliders & Media Gallery:
There will be an image slider on the index (home) page of the site as. This
will showcase various images of GFC and will serve as a great introduction
for site visitors. There will also be image sliders in various sections of the
site. Lastly, there will be an official photo gallery that allows the user to
click on various images. When the user clicks on the image, instead of
navigating away from the page to view it, the image will just enlarge into
a pop-up window.
● Automated Reporting via Facebook:
When a post is made on GFC’s official Facebook page, the post will
automatically be displayed on the blog section of the site as well, and vice
versa.
● Contact & Application Forms:
Both contact and application forms will be included on the site so that
visitors, particularly those that are interested in joining GFC, will be able
to easily contact and apply to GFC.
● Content Management System:
A content management system (CMS) will be developed and
implemented so that GFC can add, delete, and modify within the
company without the need of any outside support.
● History Archive:
GFC will be able to mark certain posts on the site as important. Since the
goal is to have posts expire after a certain time, the ones that are marked
as important will be archived and transferred to the history section of the
website.
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● Donation Button:
There will continue to be a donation button on the site that will direct
users to a PayPal page so that users can electronically give a donation to
GFC of any size amount.
D. Advantages
As mentioned in previous sections, the new website will provide more efficiency
in the daily operations of GFC. The new site will allow for GFC to easily update
the site by adding, deleting, and modifying content through the use of a content
management system, eliminating the need of outside assistance. Additionally,
the dynamism of the site will generate more online traffic and overall establish
an online identity for GFC. The following are a list of other advantages of the
new site.
● User-Friendly Design:
The site will be user-friendly for both the external and internal user. The
layout of the site will not be too busy and everything from site navigation
to the process of completing an online form will be simple and
straightforward.
● Responsive Design:
As previously mentioned, the site will be responsive in that it will be
easily accessible on computers, tablets, and phones. Since a lot of
modern web browsing occurs on phones, this will play a huge part in
creating an online identity for GFC.
● Social Media Integration:
As mentioned before, the new site will be linked to GFC’s official
Facebook page. Whenever GFC makes a post on Facebook, it will also
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display on the new site, and vice versa. This will generate traffic for both
the new site and Facebook page.
● Donations:
We expect donations to increase due with the increase of website traffic
● Data Storage Capabilities:
The new site will have strong data storage capabilities via the
implementation of a MySQL database that will allow GFC to store videos,
images, articles, and application forms on the site.
E. Disadvantages
The only disadvantage we foresee would be the possible need for more storage
on the server. With the system being upgraded from a 128GB hard drive to over
1TB drive in the coming months this should not be an issue and should not affect
the site. In addition, the new features may require more bandwidth than the old
site, but again, this should not be an issue given the standard bandwidth rate
from the various internet service providers.
F. Hardware
1. Current System
The current server is a Dell PowerEdge, specifications are as follows:
a) Pentium Processor (single) 2.8 Ghz
b) 1 GB memory
c) 128 GB Hard drive
d) No Raid
e) Windows Server 2008 (32Bit)
f) 1 gigabit Network adapter
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2. Upgraded System
The system will be upgraded in the next few months to a Dell R420
server, with the following specifications:
a) 2 Xeon E5-2400 quad core processors
b) 64 gig memory
c) Raid 1/5 on SATA raid controller
(1) Raid 1 (130 GB)
(2) Raid 5 (1 TB)
d) Windows Server 2012 (physical) w/ hyper V enabled
e) Server 2008R2 (virtual Machine)
f) 6 gigabit network connections
G. Software
In creating the new website, we will be using open source programs to keep the
cost of creating the site free. We will connect to the server via a VPN client,
SonicWALL VPN Client, as required by the Technology Committee at GFC in order
to provide a secure connection. We will create the site using a free IDE, which
will be determined once we reach that stage in the process, beginning in January
2016.
H. Data
Any data obtained across the new site, such as contact information or member
applications, will be stored using a secure database. The data will be inserted
into the database from a page form and then will be accessible to site
administrators only. In addition, any information added to the database from the
administrators, such as news stories and recent events will be easily displayed on
the website using the content management system in the administrator panel.
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I. Site Navigation
The site navigation will be simple and allow the user to navigate through the site
easily. The main navigation menu will include: About Us, News Feed, Fire
Prevention, Gallery, Contact Us, Resources, and Member Login. Each main page
will have several sub-pages depending on the page content. See Appendix B.
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V.

Public User Specifics
A. Screen Shots
The public website will be created, as stated above, using a basic bootstrap
template (see Appendix C), called Modern Business. This free template can be
found on the “Start Bootstrap” website (http://bit.ly/1cB483V). This will provide
a starting point for the website and will allow the most customization of the
website. We feel this will provide the best platform for implementing many of
the requested enhancements, including media galleries and a news feed. This
format will allow the users to access and view the site as needed, on a variety of
devices.
B. Consistency and Commonality
The end product will have a design that is consistent and user-friendly. Each
page within the public side of the site will have the same wireframe and layout
for the purpose of making the user experience as simple as possible. Moreover,
the design of the site will be congenial and reflective of GFC’s brand and
company culture. Since the website will contain content that is targeted towards
children and adults, the design elements of the site, such as the font and color
palettes, will be sophisticated, yet, family-oriented. Lastly, the concepts of
consistency and commonality will also apply to documents/applications.
Applications and documents that exist on the site should have the same design
as the print equivalents.
C. User Expedient
The creation of a responsive design site will allow public users to access the site
from a multitude of devices, including a desktop or a mobile device. Public users
will be able to see current news and events wherever they are and in turn GFC
will be able to improve relations with the surrounding community. Should an
individual wish to join, public users can easily fill out an electronic application to
join instead of mailing or hand-delivering one, which will save time and money.
13

Overall, the dynamism of the site will allow public users more access and
information to the day-to-day news and operations of their local fire company.
D. Control Mechanisms
1. When
Any information shared through the GFC website, such as personal
information as would be the crew or board applications will be held in
the strictest of confidence, as per GFC bylaws and regulations.
2. How
By adding encryption any forms and restricting access on the
administration side of the site, the user’s data will be secured.
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VI.

Crew and Board Member User Specifics
A. Screen Shots
The backend of the website will be created, as stated above, using a basic
bootstrap template (see Appendix D), called SB Admin 2. This free template can
be found on the “Start Bootstrap” website (http://bit.ly/1y0qtQa). This will
provide a starting point for the website and will allow the most customization of
the website. We feel this will provide the best platform for the administration of
the website and will allow for the best administrator experience. This format will
allow the members to access and update the site as needed, on a variety of
devices.
B. Consistency and Commonality
The administrative side of the site will consist of a similar wireframe and layout
as the public view, but will have a few additions to it. One of the distinguishable
additions of the administrative side is the name and a thumbnail picture of the
verified member displaying on each page that he or she visits. Since the verified
members would be a part of the adult demographic, the look and feel of the
administrative side will continue to be user-friendly to maintain efficiency and
avoid any hindrances in work -related tasks, processes, or procedures, but will be
more sophisticated in appearance.
C. User Expedient
The creation and implementation of a content management system will
immensely increase the efficiency of GFC’s daily operation. The CMS will
eliminate the previous site’s static nature and replace it with dynamism in which
administered user(s) will be able to add, edit, approve, and delete content, and
manage applications. The dynamism of the new site will reduce the need for GFC
to reach out to web developers to modify their site due to how the CMS will
allow GFC to make their own site modifications. Additionally, the existence of
online applications will allow for a smoother and quicker recruitment process.
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Public users can easily fill out an electronic application instead of mailing or
hand-delivering one. Administered users can then easily review applications
online and retrieve the information of potential candidates for further contact.
Overall, the dynamism of the site will allow both public and administered users
to save money and time, and tremendously improve GFC’s operation.
D. Control Mechanisms
1. When
Primarily, one significant control mechanism that will be enforced on the
site is restriction of the administrative view to non-administered users.
Only members of GFC will be allowed to access the administrative side.
Further, some members will have more access than others on the
administrative side; a member’s access will depend on the role he or she
has at GFC. Data entry will also be controlled on forms and applications.
2. How
The act of restricting public users from accessing the administered side of
the site will be made possible by implementing “sessions” into the actual
source code of the site. In programming, the job of sessions is to perform
a task when a certain input is given. When a member enters his or her
user credentials, the session variables will recognize the credentials and
start what is called a “session” and will give the user access to the
administrative side. If no user credentials are entered into the login
prompt, no session will start in which only the public view of the site will
be displayed. Data entry will be controlled by the use of ‘required fields’
in both forms and contacts, limiting the number of characters that can be
entered for a field (e.g. the zip code field will be limited to 5 numeric
characters), and the specification of data types(e.g. users will not be able
to type letters into phone number field).
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VII.

Data Integrity
A. Overview
One of the most vital components for any website that has data entry and data
collection is data integrity. The data that is entered and collected should be
secured and free of both human and systematic error so there will be no
inconsistencies or any other hindrances that can delay the operation of GFC. In
order to avoid this scenario, we will be using a database tool called MySQL.
MySQL is a widely used database that is reliable and has the capability to limit
any data entry and collection errors. Another way to limit data entry and
collection errors is by reducing as much text input as we possibly can. This
includes the incorporation of checkboxes, radio buttons, and dropdown menus
when applicable.
B. Specifications
Data entry and collection will be regulated both on the client side and server
side. On the client side, we will use HTML5 to create radio buttons, checkboxes,
and dropdown menus. HTML5 also has predefined fields for email addresses and
telephone numbers that we can incorporate into the site. Moreover, the length
of the input can also be controlled by the use of JavaScript. On the server side,
MySQL has the capability of specifying data types for inputs. We can configure
the databases created with MySQL to match the data type, character length, and
required fields that is set on the client side. Utilizing both types of data integrity
methods will allow for greater error reduction. If the data error is not recognized
on the client side, it will be recognized on the server side in which MySQL will
display an error message and will prompt the user re-enter the data.
C. Recovery and Backup
The current host of the site should offer backup services, e.g. ‘snapshots’ of the
website at regular intervals. Also, the customer service of the web host should
be able to provide additional assistance to restore data as well. Along with the
17

services of the web host, personal backup is highly recommended as well. We
recommend an external hard drive to back up items such as documents and
photos. There are also other backup tools such as Google Drive, Dropbox, and
Windows backup utilities. We advise that when backing up confidential
information, it is best to limit the number of web cloud-based backup utilities
you use (e.g. Google Drive and Dropbox) and opt for hardware backup solutions
(e.g. external device) for better security.
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VIII.

Security
A. Overview
Glenside Fire Company will not ask users nor keep a collection of sensitive
information such as financial information and social security numbers. Security is
an important matter to address due to how the site will collect the contact
information of users and will store confidential information on the
administrative side as well as collect donations through PayPal. The security of
the site will rely on PayPal’s built in protection as well as the use of ‘sessions’ and
file permissions in the CMS.
B. Access/User Level
All visitors and members of the site will have varying levels of access. The level of
access will depend on the role and position that is assigned to the member by
GFC. All verified members will have standard permissions to view the
administrative side. If the user is tagged as an administrator to a particular
section or sections, then the user will have standard permissions plus
permissions to edit that corresponding section. Additionally, board members will
have all read and write permissions that are associated with the administrative
site. These individuals will be able to add and remove permissions from current
and future members’ accounts.
C. Data
By using these security measures, we believe that the data that is stored on the
web site will be secured and untampered.
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IX.

System Resolution
A. Risk Evaluation
1. Budget
At the moment of this document's creation, there is no need for a budget
because there are not any expenses that need to be paid other than
paying for the site’s current host (which GFC is already financing). The IDE
platforms that we will be using are open source which means that there
is no cost for development. GFC will be keeping the current domain name
of www.glensidefire.com. Should any costs arise will discuss at depth
with the members of GFC to determine how to proceed further.
2. Development Schedule
Below is a tentative schedule of the development period of the GFC
website. Our goal is to focus on design and functionality separately so
that neither component of the site is rushed. The end product will be a
website/content management system that is at optimal performance and
abide by W3C web standards.
December 2015-January 2016
● Finalize website wireframe
● Finalize web pages for both public and administrative sides
● Start designing entire site (focus on content and brand identity)
February 2016-March 2016
● Development and implementation of content management
system (administrative side)
March 2016-April 2016
● Development and implementation of content management
system (administrative side)
● Presentation of site to GFC for approval
20

B. Testing Methods
1. Unit Level Testing
During this first stage of testing, we will focus on individual pieces of code
on both the server and client-side. Client-side unit testing will involve
testing the responsiveness and structural layout of a web page and basic
application functionality, testing the execution of an animations and/or
video, and testing cross-browser compatibility. Server-side unit testing
will involve testing individual MySQL queries and PHP code. This step is
very crucial because it allows us to debug any issues with the individual
pieces of code within the web site/application so that we can ensure that
the individual pieces of code will work as expected when combined to
other pieces of code within the web application.
2. Integration Testing
The next level of testing is integration testing. During this testing stage,
we will combine multiple units of code within the web application to
detect any interface defects between classes and/or functions of code. If
the units of code within the application are not integrated well, the
functionality of the web site can be severely affected. Hence, it is vital for
us to test both client-side and server-side units that are dependent of
one another after we verify that all individual units work independently.
3. System Testing
This testing stage will consist of testing the complete website/application.
During this stage, our goal is to determine whether or not the system has
complied with the requirements that GFC has outlined and that it also
meets quality web standards, which are the W3C web standards.
Independent testers that were not involved in the design and
development of the website/application will be asked to test the site.
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C. Acceptance Criteria
The final website will be tested by so that they can determine whether or not the
final website/application is ready to go live. The final product will be approved
by GFC on the condition that the site satisfies the primary requirements that GFC
has outlined. We define primary requirements as requirements that are highly
essential to the daily operation of the fire company. This includes, and is not
limited to, the development and implementation of a content management
system, core informational content such as recruitment informational page(s)
and application forms, and overall user-friendly interactive design for both
external and internal visitors of the web site. If GFC confirms that the site meets
their business needs, then the site will be launched.
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X.

Appendix
A. Current GFC Site Screenshots:
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B. Site Map:

27

C. Modern Business Template Screenshots:
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D. SB Admin 2 Template Screenshots:
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E. Board Member Application:
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XI.

Glossary
A. Content Management System, or CMS: a computer application that allows
publishing, editing and modifying content, organizing, deleting as well as
maintenance from a central interface.
B. File Transfer Protocol, or FTP: a standard network operation used to transfer
computer files from one host to another host the Internet
C. HTML5: a markup language used for structuring and presenting content on the
World Wide Web.
D. Integrated Development Environment, or IDE: a programming environment that
has been packaged as an application program, typically consisting of a code
editor, a compiler, a debugger, and a graphical user interface (GUI) builder.
E. JavaScript: an object-oriented computer programming language commonly used
to create interactive effects within web browsers.
F. MySQL: an open source relational database management system. Information in
a MySQL database is stored in the form of related tables. MySQL databases are
typically used for web application development (often accessed using PHP).
G. Responsive design: an approach to web page creation that makes use of flexible
layouts, flexible images and cascading style sheet media queries, with a goal to
build web pages that detect the visitor's screen size and orientation and change
the layout accordingly.
H. Session: the period of time a user interacts with an application, beginning when
the user accesses the application and ends when the user quits the application
I. Server: a computer or computer program that manages access to a centralized
resource or service in a network.
J. User: a person who operates a website
K. Virtual Private Network, or VPN: a network that is constructed by using the
Internet to connect to a private network, such as a company's internal network
L. Wireframe: a visual guide that represents the skeletal framework of a website,
with the purpose of arranging elements to best accomplish a particular purpose.
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XII.

Commitment Form

This commitment form is made and effective on December 16, 2016.
BETWEEN:
AND:

Glenside Fire Company (GFC)
Jennifer Clark, David Cox, and Irene Patterson

This commitment form is to serve as GFC’s written authorization for the developers to perform
the above described services. GFC’s signature also indicates understanding of the attached
document. Alterations or revisions of above specifications will be executed only upon
additional written orders, and only if received prior to February 15, 2016.
Glenside Fire Company:

Al Regenhard
President, Glenside Fire Company

Robert Chiarlanza
Member, Glenside Fire Company

Arcadia University Capstone Team:

Jennifer Clark
Team Lead

David Cox
Team Member

Irene Patterson
Team Member

34

